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» OWASP Nodejs Security cheat sheet
https://cheatsheetseries.owasp.org/cheatsheets/Nodejs_Security_Cheat_Sheet.html

NodeJS security cheat sheet

Introduction {mwggg)pjb—-&v—ﬁﬁ*i

. BT ) — a0
This cheat sheet lists the things one can use when developing secure Node.js applications. Each ‘K— N O d e -J SR } / 3 /
item has a brief explanation and solution that is specific to Nede.js environment. == j] L/ i _a— ﬂ
L TWES [ B4

Context % —1

Node.js applications are increasing in number and they are no different from other frameworks
and programming languages. Node.js applications are also prone to all kinds of web application

vulnerabilities.

Objective
Java @ PHP

This cheat sheet aims to provide a list of best practices to follow during development of Node.js
applications.

Recommendations

There are several different recommendations to enhance security of your Node.js applications. M
There are categorized as: s

« Application Security

" Error & Exception Handing from Google Trends, 5years, Worldwide

» Server Security
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» IEFRFRIFICKBDoS (ReDoS)
» IERRIBO/N I =K > TUIARBNICE RGBS NIEDTHN

const re = /( )+S/;
re.test('aaaaaaaaaaaaaaaaaaaaaaaaaaaaaal');
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» BREXFHDISON.parselE 7 SV —>a>ehzr0Oyvos
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const text - req.body.param

const obj = JSON.parse(text)
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» JSON.parseDENZTF ADY 1 X = FEES

const text - reqg.body.param

( text 'string' text.length ) {

const obj = JSON.parse(text)
}

»asyncZRJSON/X—H—DEA
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) 114327?47‘5')’C“W%BE’9L:JSON.parseb\‘@z}“;jj;kn—c\,\zgi%é\‘;ciﬁm
TT7xWY

OWASP Sendai / 2020-07-15 (t) #owasp_sendai



I ANRVEIIL—=T D70y 7 - JSON.stringify

» JSON.stringify THRICZ&IZHDIFS

» BEARLGES ST ISONEI T SA4 X BREIICTOvIE

2% https://techblog.yahoo.co.jp/advent-calendar-2018/goodbye-
mym/#uopoo

» g% 2T ISONZstringify 9 S EIE a7 DRI ZHEES

function foo (obj) {
let text

(obj.items Array .items. length ) {

text = JSON.stringify(obj)
i
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PERLICA T ODTONT A DEZTAHPCHIEZRILTES
» Object.defineProperty / Object. defmePropertles
» BERILBWVWA T IDETEZ ZALE
b strictE—REMEAEHE B TRV TN I ZRHE TES

const user = { 'use strict’

name: 'hasegawa’ const user = {}
} Object.defineProperty(user, 'name', {
console. log(user.name) value: 'hasegawa',

user.name - 'yosuke' writeable:

console. log(user.name) })
console. log(user.name)
user.name - 'yosuke'
console. log(user.name)
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yEEATO OO TONTAEEDHEIETES
» Object.preventExtensions / Object.seal / Object.freeze

'use strict’
const user = {
name: 'hasegawa’
b
Object.seal(user)
user.name  'yosuke'
user.mail  "hasegawa@utf-8.jp’

'use strict’
const user = {

name: 'hasegawa’
b
Object.freeze(user)
user.name  'yosuke'
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__proto__#RHTObject.prototypehVHEREIN TLESRIE
» prototype.jsEFtdDprototype;5FIF %D
» HNIFEXIBICObject.prototypelEF| XY wRZENML TL\EH KK TE
W DOE RS
»INEEND__proto__TJONTAZEE I H_LTI/O—/NILD
Object.prototypeez 549 %
» FELBWEITOONTAHEA TP IMIFELTLED
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prototype 5%

@ AM SR F5%=ISON.parse

function main (source) {

const x = JSON.parse(source) // 4D 56 EF1=-XF7 @ %032“7*‘/17#%2*5%%

const y = clone(x)

const z = {} REDA T U EER

console.log(z.polluted)
}

function clone(obj) {
merge({}, obj)
}

@ CCTRIRINBDIE?

function merge (a, b) {
(const key in b) {

(isObject(a[key]) && isObject(b[key])) I FITO U= EE T ZRHM
nerge(alkey], blkey]) JONT 1 Z25ZFL TRIFENICOE—7 57217

} {
alkey] — b[key]
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I prototype 5%

@ AM SR F5%=ISON.parse

function main (source) {

const x = JSON.parse(source) // 4D 56 EF1=-XF7 @ %032“7*‘/17#%2*5%%

const y = clone(x)

const z = {} REDA T U EER

console.log(z.polluted)
} @ S TRRINBZDIE?

function clone(obj) {
merge({}, obj)
}

source: '{"__proto__": {"polluted": "1"}}'
1

function merge (a, b) {
(const key in b) {

(isObject(a[key]) && isObject(b[key])) I FITO U= EE T ZRHM
nerge(alkey], blkey]) JONT 1 Z25ZFL TRIFENICOE—7 57217

} {
alkey] = b[key]
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prototype 5%

{"__proto__":{"polluted": "1"}}

function main (source) {

const x = JSON.parse(source) // #H5 F1-XFF| __proto__@gg—i)_\_yj(*g%%)’(\'\ﬁ“lj—/\“}1,7'3:

const y = clone(x) - NS
const z = {} Object.prototypehV;ERI NS
console.log(z.polluted)
} \
prototypef2EH TEELBWVWIONT 1 HIFE

function clone(obj) { —/— > —
merge({}, obj) j%f)‘@cﬁ')ké)\%i?

) valueOf()PtoString() B HEIB R 5N 0]

Bl REBODZRIEIA—REITICOAH D

function merge (a, b) {
(const key in b) {
(isObject(a[key]) isObject(b[key])) {

merge(alkey], blkey])

} {
alkey] = b[key]

}

}

}
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» NEBHSDISONICIE__proto_ DEIICEEICEEXHT-2
F—HEEENTVWBRIEEED DD
» AERDEDISONDF—ZF|ZEL TEDIRFFEALRL
» F—EZHEESNTVBRHDHESRT D
» RIEFR.F—Z5ZE 9 BR(ICIE __proto__ ZFRANT B

function merge (a, b) {

(const key in b) { '
(key '__proto__")

(1sObject(alkey]) 1sObject(b[key])) {
merge(alkey], b[key])

{
alkey] — b[key]

OWASP Sendai / 2020-07-15 (t) #owasp_sendai



I prototypeiE4 - ftDXTHR A

» AT IR)TZILT{}1Tld7<0bject.create(null) ZfES
» prototypeD’nulldA T I ERIND
» fofzLprototypeF 1> hficE N7 <78 5D T hasOwnProperty7a E H E RIS
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» Object.freezeZ FHLN CObject XA KT Object.prototypez/Fia 3 5
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» JSON SchemaZzz ¥z AW T A NE IDEERICIRIEY 5
» AT BISONDF—Z R Z ERICIREES 5
» ObjectTldZa<MapZzfE>
» AEEHOSDT—21F0bject TIF R < Maplci&#L TER T S
» Maph50bjectANOE—9 BRICIF__proto__ZAE—LBVKLSFENKE

2% https://techblog.securesky-tech.com/entry/2018/10/31/
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