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» http://utf-8.jp/

» author of jjencode, aaencode
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Internet Explorer 8

P A LT

» 2005-064E  Ajax.Web 2.0

» 20062E10H Internet Explorer 72F

» 2008F1H HTMLS DR TR NFH

»2008%E8H  ECMAScript 4BRZ

» 2008598  Google Chrome/~

» 2009438  Internet Explorer 8 2
2010F2RICIET ooy T 7

» 201138 Internet Explorer 9 22

» 201288  Internet Explorer 10 25

» 2013108 Internet Explorer 1125

» 20158 7H  Microsoft Edge /3

» 20161 H13H IE8HR—M&RT
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Internet Explorer 8

»200943
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» EFLIFAjax Web2.0. Xy a7y J— L4

»eval TDISON/N—XR

» JISONPZ

WV OOR A D DT — AT

» window.nameZ UL\ fziframefEE{E
»HTML5.ESS5DHIE D tBFE o7 lEdHD
P MSHIZZE( L ERARE N\ REZ U] D 1EHI
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Internet Explorer 8
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b 45 u_\’lz:\::L) Z3 <79TL_&)GD7|S%§E%7“:<C‘S/U
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XSST 1)L X—

YUHTZREL ZARY ZE L AU T olE
WX FFH N IEEITZ A LE
GET /?g=<script=alert(1);</script> HTTP/1.1

HTTP/1.1 200 OK
Content-Type: text/html

<script>alert(l);</script>

& example.jp - Windows Internet Explorer | =Nl ‘ﬂh‘

@ ;g:v @ http //example.jp/?q=<script=alert(1); </script> v‘ i~ ‘ +4 | x B Bing P~

»~ [

L ORUEAD |33 B EITHY1 v @|Web ASAAFy...
@ example.jp BB - E m oy R=ZR) v E-I71(S) v VI v @~

¥ Internet Explorer (3, 20X b AHOUTFEBIETBEHIC, COR—IEZEBLELE, FHCOVTERICESUYILTLIEEL.. X
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PRTFHIE S HONBAMSHKSEAL T
YD T ZUHIIITT
» NoScript(Fx). XSS Auditor(WebKit). CSP(Fx)
» IXSSICEEE T BHEFIED3T7%ZXSST 1)L Z—
ICK > TERCTE7]

http://download.microsoft.com/download/C/1/F/C1F6A2B2-F45F-45E7-B788-
32D2CCA48D29/Microsoft_Security_Intelligence_Report_Volume_413_English.pdf
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= G "XSSIHNA—=B/ICTZ" %

ZL

_ oEN

& C & https://www.google.co.jp/search?q="XSSJ/LA—&BICT3"+"EMCT2"&oq="XSST/ILVs Tz, =

"XSSTAIEZ—EFIIZT A" "EHIZT B" -site:microsoft.com

ﬁ-(;

FT ED iyl Za—2 ERES BhE EotRE fEEy—IL

335 f (0.21 &)

ARG ARV TEHIET B0, COR—DFEELELE:
gs.alibaba-inc.jp/member/contents/manual/fag-case-xss.htm ~

HTEDFOXSS 4 L a—F BN BIFHERN O a1 &R [OKPha &7 ) I E
7. d=ILFEEFEEITH -7 27, infoggs@alibaba-inc.jp. Copyright © 1999-2016
Alibaba Group Holding Limited and/or its subsidiaries and licensors.

Windows8TIETHD I 2OR Y ARSI EFRIET B1=9HI12 ...

www1.wannko.net/windows8/ie/cross.php ¥

AT OFR CF 0% ANT BIPR 22 R, Rhttp DSBS (I T ORI IF w20
HL\U{QET B2 ER, SBI0. 4, RIS AG= A LEEIR, Da<1 A 5. 2707
FOERTET. XSS T A—a AT ED H2OT, BRNIIT 2521,

[hIIZANS IR ERT EMIORY AR TRERIET D ..
fag.e-shops.jp/cart/faq/598/ ~

TF 2T EHEE A PO TM e DA OT BENE A0 — L. [XSSTrILR2—EH%
(CFRINTT DT BIEF 1w P XSSTA A= DTS TOKIED w2 T.
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PXSST 1)L A —DRRHDE
PEE T AETXSSERLEIHES
) BRI ADXSST 4 IL Z—DEVWVTHEEICR D

» Universal XSS via IE8s XSS Filters
Eduardo Vela Nava, David Lindsay

https://media.blackhat.com/bh-eu-10/presentations/Lindsay_Nava/BlackHat-EU-2010-Lindsay-Nava-IE8-XSS-
Filters-slides.pdf

» IE/EdgedXSST 1)L Z—%FIFL1=XSS

Masato Kinugawa
http://masatokinugawa.l0.cm/2015/12/xxn.html
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XDomainRequest

»IORXA)T > TR BXMLHttpRequest(th +
» XHR Level 272 A TIAE R H o 7!

- o
wv [f] XDomainRequest objec x
C' (£ https://msdn.microsoft.com/en-us/library/cc288060(v=vs.85).aspx %o

=Microsoft | Developer Network

*** > Objects > XDomainRequest ~ M Any suggestions? B, A

XDomainRequest object

Represents a cross-domain Asynchronous JavaScript and XML (AJAX) request.

(A internet
e Explorer &
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» CORSA\ A 7z FEYD

GET /text.txt HTTP/1.1
Host: another.example.com
Origin: http://from.example.com

HTTP/1.1 200 OK
Content-Type: text/plain
Access-Control-Allow-Origin: http://from.example.com

» MSDNIZIFURLZIEE>TE VN THIDIZTCEW

The document will request data from the domain's server by sending an Origin header
with the value of the origin. It will only complete the connection if the server responds
with an Access-Control-Allow-Origin header of either * or the exact URL of the
requesting document. This behavior is part of the World Wide Web Consortium (W3C)'s
Web Application Working Group's draft framework on client-side cross-domain
communication that the XDomainRequest object integrates with.
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XDomainRequest CCHY 9 L)

» To—(FERHENAN L)

var xdr = new XDomainRequest();
xdr.open( "GET", "http://another.example.com/" );
xdr.onload = function(){ ... };

xdr.onerror = function(){

alert( "EEOD S HRVFE I IS —I" );
};
xdr.send( null );

) TS—FIRE TR T IO TONT ZHAH AL
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XDomainRequest CCH g LY

PO T ZARAYA L AR ANV EIRETSE
7300

xdr = new XDomainRequest();
open( "GET", "http://from.example.com/" );
setRequestHeader( "X-test", "42" );

onload = function(){
xdr.getResponseHeader ( "X-test" );

send();

@ 1 IU10h THR-FERT B0 FE EAVIRTT . examplel ip, {3
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XDomainRequest

PXDRCCHY I LY

» CORSA A Z5cED

P TS—IBERA BN 7L

YU T AN A L AR AN A R ETETALN
»FrHlcXDomainRequestzfE->TULNB 7 1)
‘i/ L;TC:Kb\\jC—J:L\

» XMLHttpRequest Lv.2Z FF/c 9 ICREL - DIE S
W
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toStaticHTML

PHTMLZXRT XFIANSERE DR FY %
HIFRL TEEHTMLZ RS

iy
<= [f] toStaticHTML method (* x

& C' (O https://msdn.microsoft.com/en-us/library/cc8489522(v=vs.85).aspx s =

& Microsoft | Developer Network

*** > Methods > toStaticHTML ~ B Any suggestions? By,

toStaticHTML method

Removes dynamic HTML elements and attributes from an HTML fragment.

% Internet
e Explorer &

Syntax .
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toStaticHTMLZCCH 9 Z L)

»LWRKLCICEERHTMLICL TN 5

toStaticHTML("<img src=1 onerror=alert(1)>");
— "<img src=1>"

toStaticHTML("<div><script></script></div>");
— "<div></div>"

toStaticHTML("<s style='color:red;x:expression(alert(l))'>a</s>")
—"<s style="color:red">a</s>"
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toStaticHTMLZCCH 9 Z L)

PLVWRKLCICEERHTMLICL TN 3
div.innerHTML = toStaticHTML( insecureInput );

»HTMLX—JLE D MarkdownZREER S BIICHTML%Z
TSI T— g ER

Y IZDRTECDRBMIEEF T 1A TEVLVERDWLIEEIS
AHTIFRL
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pE I EFtoStaticHTMLORN DA REEL TS
» CVE-2010-1257 CVE-2010-3243
CVE-2011-1252 CVE-2012-1858
YOS DORE | THOWeb 7 TURIOEET
X750
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toStaticHTMLZCCH 9 Z L)

YD T SO TIEIBE BB FERIIARL
» DOMPurify % DANERZ 1T SV
» HTML5 iframe sandbox
PIEEADHINTULRVDTHERDEHLN TLE
L)
p BRI RIE T LB DIC -,
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X-Content-Type-Options

PRI N 7=Content-TypelZfiE>T=

DD TF A3 ZHTMLIRUWLL 78 LY,

—

- Reducing MIME type se: X

_oEE

TN %

| C' (O https://msdn.microsoft.com/en-us/library/gg622941(v=vs.85).aspx ] =

2 Microsoft |

**+ > HTML and DOM compatibility changes > Reducing MIME type security risks ~

Reducing MIME type security risks

The script and styleSheet elements will reject responses with incorrect MIME types if the server
sends the response header "X-Content-Type-Options: nosniff". This is a security feature that
helps prevent attacks based on MIME-type confusion.

This change impacts the browser's behavior when the server sends the "X-Content-Type-

Options: nosniff" header on its responses.

If the "nosniff" directive is received on a response received by a styleSheet reference, Windows
Internet Explorer will not load the "stylesheet" file unless the MIME type matches "text/css".

If the "nosniff" directive is received on a response retrieved by a script reference, Internet
JSer.info

M Any suggestions? B, A

* Applies to Internet Explorer 9
and later.

» Affects IE9 Standards mode
and later, including
interoperable quirks mode.
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» Content-TypelZfESELDICHE D
) T RN T 7AILIRETXSSHFEEL 5L

HTTP/1.1 200 OK
Content-Type: text/plain; charset=utf-8
Date: Sat, 16 Jan 2016 12:34:56 GMT

X-Content-Type-Options: nosniff

CNUETFRART 71ILTI,
<script>alert(l);</script>
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X-C-T-OCCH g Ly
» Content-TypelZfESELDICH D
CENOTEBELPA?

BEEDH BRI ER IO EEDES]
@3}571 DICER B A YA EBA T ZUEN
ofc
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X-C-T-OZZH g CULV(FREX)

> %%/(BI%T [FZ XV T CSSDFAIAABHFIRIN
» UL TDEOERIEE JSEL TUEFTEAIAFT ALY

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8
Date: Sat, 16 Jan 2016 12:34:56 GMT
X-Content-Type-Options: nosniff

document.addEventListener(
"DOMContentLoaded",
function(){ ... }

);

» JSRCSSZBLIBHRRA WLDBALEIC,
https://msdn.microsoft.com/en-us/library/gg622941(v=vs.85).aspx
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X-Frame-Options

uJI‘I'

7')‘/7/?‘/#/771
»EXR—TDITL—LANDIEDIAHZEIFT S

-
- m  Clickjacking Defense in %

C' & https://blogs.microsoft.com/cybertrust/2009/02/05/clickjacking-defense-in-ie8/ o =

'm Microsoft

Cyber Trust Blog

Clickjacking Defense in IE8
February 5, 2009 - n EE

Bryan here. The Internet Explorer team released the first public release candidate build of IE8 last week, which includes
W security features I'd like to talk about. Steve and I have bo d about the IE8 Cross-Site

vhen it came out in the last public beta, and I wrote a piece on my own blog praising IE's
est (XDR) mechanism for |‘r3<\||9 more secure cross-domain requests. T s post will complete the [E8
se:qritg,-' feature blog post hat trick and give some backg \_..u||d and usage guidance around the new X-FRAME-OPTIONS

clickjacking defense header.
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ML AR ZANY RGO THLIET BR=Y
DIL—LANDBOIAADE I ETES

» OV Iy F T ANDXT I

HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8

Date: Sat, 16 Jan 2016 12:34:56 GMT
X-Frame-Options: DENY

» DENY.SAMEORIGIN.ALLOW-FROM url ®L\g 1
75\
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> WebiZZE(LERFR A\ DERIRFIRKR

JSer.info SEAFEEL RN UH 6 #jserinfo



XL

PIZEALINTEOMD T ZIHFICHEDATNT=D
P XSST )L HZ— — XSS Auditor.NoScript.CSP
» XDomainRequest = XMLHttpRequest
» toStaticHTML — fXE 2L
» X-Content-Type-Options — Chrome®HE A
» X-Frame-Options — 17 2 HE A (CSP
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