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GET /?<script>alert(1)</script> HTTP/1.1
Host: example.jp

HTTP/1.1 200 OK
Content-Type: text/hthml; charst=utf-8

<html>

<body>
<script>alert(1)</script>
</body>
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GET /?<script>alert(1)</script> HTTP/1.1
Host: example.jp

HTTP/1.1 200 OK
Content-Type: text/hthml; charst=utf-8

<html>
<body>

<script>alert(1)</script>
</body>
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<html>
<script>

document.write( location.hash.substring(1) );
</script>
</html>
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<script>
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<html>
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// bad code
document.write( location.hash.substring( 1 ) );

var text = document.createTextNode(
location.hash.substring( 1 )

)5
document.body.appendChild( text );
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// bad code

var text = "...."; //ZEHtextizHZBEEHN I MO—)LEEE
form.innerHTML =

'<input type="text" name="key" value="' + text + '">';

J

var text = "...."; //ZEHtextiIHEEENIFO—)LE]EE
var elm = document.createElement( "input" );
elm.setAttribute( "type", "text" );
elm.setAttribute( "name", "key" );
elm.setAttribute( "value", text ); // BMEZHK
form.appendChild( elm );
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» URLOAEREs I http(s)IcBRTE

//bad code
// <a id="1ink">U>70</a>
var url = "...."; //Z#HtextizmEBEHLILO—-)LAEE

J

var elm = document.getElementById( "link" );

elm.setAttribute( "href", url );

<a id="link" href=" javascript:alert(l)

// urlBHThttp://1Thttps:/ /I THREIZEDHICIRE
if( url.match( /~https?:¥/¥// ) ){

var elm = document.getElementById( "link" );
elm.setAttribute( "href", url );
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javascript:, vbscript:, data:,

» <a>BETEITThH<locationA TSz IhD
RERICHER

// bad code
var url = "javascript:alert(1)";

location.href = url; // XSS
location.assign( url ); // XSS
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Masato Kinugawa Security Blog: jQuery Mobile 1.2 Betazld:5t
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http://masatokinugawa.l0.cm/2012/09/jquery-mobile-location.href-xss.html
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var s = "¥FE** KREFIX[ZB 5] (http://example.jp/) TTo ";

<b>;EF=</b> MKKfI<a href="http://example.jp/">"BEH5</a>TI,

» FEXFURLHfEL V=LY

<a href="/next-page">next</a> // M>>I ZISTHERLIZWV
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DOM-based XSS [hixFE#R]

> —EBBDETTEFIFFEL W
> FHEBDRDIRL . T TL—hBV8 AR

<div>

<span>2015/09/10</span>
"date" : "2015/09/10", <a href="http://example.jp/news">
"url" : "http://example.jp/news", FRMEROBHSE
"title" : "MERmEROEHMSHE" </a>
</div>

<div>
"date" : "2015/09/19", <span>2015/09/19</span>
"url" : "http://example.jp/owasp", <a href="http://example.jp/owasp">
"title" : "Local Chapter MeeingBffi" Local Chapter MeetingRaf&
</a>
</div>

» A—H—|CkBBEHRBAD

var markdown = "**FE** MKEHI[ZH <b>3EE</b> MKEFII<a
5](http://example.jp/) T, "; href="http://example.jp/">"BEH5</a>TI,
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> —EBBDETTEFIFFEL W
> FHEBDRDIRL . T TL—hBV8 AR

<div>

<span>2015/09/10</span>
: "2015/09/10", <a href="http://example.jp/news">
"http://example.jp/news", FRMEROBHSE
: "HEEEROBHSE" </a>
</div>

<div>
: "2015/09/19", <span>2015/09/19</span>
"http://example.jp/owasp", <a href="http://example.jp/owasp">
: "Local Chapter MeeingRifi" Local Chapter MeetingRaf&
</a>
</div>
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<div>

<span>2015/09/10</span>
"date" : "2015/09/10", <a href="http://example.jp/news">
"url" : "http://example.jp/news", FRMEROBHSE
"title" : "FMEGEEROEMSE" </a>
</div>

<div>
"date" : "2015/09/19", <span>2015/09/19</span>
"url” : "http://example.jp/owasp”, <a href="http://example.jp/owasp">
"title" : "Local Chapter MeeingBfifi" Local Chapter MeetingRaf&
</a>
</div>
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> RIEEPTF R/ —FDERS BRI ER
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// bad code
function expandTemplate( template, json ){
var i, s, html = "";
for( i = @; i < friends.length; i++ ){
s = template.replace( /%(¥w+)%/g, function( s, param ){
if( param === "date" ) return htmlEscape( json[ i ].date );
else if( param === "url" ) return htmlEscape( json[ i ].url );
else if( param === "title" ) return htmlEscape( json[ i ].title );
else return "%" + param + "%";
})s
html += s;
}

return html;

}

elm.innerHTML = expandTemplate( '<div>' +
'<span>%date%</span><a href="%url%">%title%</a>"', json );

Security Project
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DOM-based XSS [hixFE#R]

> —EBBDETTEFIFFEL W
> FHEBDRDIRL . T TL—hBV8 AR

<div>

<span>2015/09/10</span>
"date" : "2015/09/10", <a href="http://example.jp/news">
"url" : "http://example.jp/news", FRMEROBHSE
"title" : "MERmEROEHMSHE" </a>
</div>

<div>
"date" : "2015/09/19", <span>2015/09/19</span>
"url" : "http://example.jp/owasp", <a href="http://example.jp/owasp">
"title" : "Local Chapter MeeingBffi" Local Chapter MeetingRaf&
</a>
</div>

» A—H—|CkBBEHRBAD

var markdown = "**FE** MKEHI[ZH <b>3EE</b> MKEFII<a
5](http://example.jp/) T, "; href="http://example.jp/">"BEH5</a>TI,

&) OLUASP
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var markdown = "**FE** MKEHI[ZH <b>3EE</b> MKEFII<a
5](http://example.jp/) T, "; href="http://example.jp/">"BEH5</a>TI,
\ M) or
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3 Open Web Application
Security Project
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» BBATEBIEISFFRI. ENUANEELE

» WebX—JL
» PRIRBED )Y F I T vk
» markdown
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» I—H—|C&B3EHRBAD
» BB ATPBERETEF. eh AN =21k

<div>C AlCBIF</div> <div>C AlCB < /div>
<script>alert(1l)</script>
<img src=# onerror=alert(1l)> <img src=#>

<s>EVD H LEE</s> <s>EXDH L#g</
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%

> BIRESBRMEC 2T 22 THIFRY 5?

// bad code
function safeHtml( html ){
return html
.replace( /<script>/ig, "")
.replace( /onerror=/ig, "" )
.replace( /onload=/ig, "" ) ...

}

var elm.innerHTML = safeHtml(
"<div>CAICHBIIE</div>" +
"<script>alert(1l)</script>" +
"<img src=# onerror=alert(1)>" +

"<s>EUD B UkR</s>"

IE
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Security Project
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> BIRESBRMEC 2T 22 THIFRY 5?

// bad code
function safeHtml( html ){
return html
.replace( /<script>/ig, "")
.replace( /onerror=/ig, "" )

.replace( /onload=/ig, "" ) ...
}

var elm.innerHTML = safeHtml(
"<s<script>cript>alert(1l)</script>"
); // <script>alert(l)</script>
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» BB EBRIFITTHTMLEZEAIITE
9
» DOMPurify

https://github.com/cure53/DOMPurif

<script src="purify.js"></script>

var html =
"<div>CAICHB(F</div>" +
"<script>alert(1l)</script>" +
"<img src=# onerror=alert(1)>" +

"<s>ERDHE UkR</s>";

elm.innerHTML = DOMPurify.sanitize( html );

<div>C AlCBI(IF</div>

<img src="#"> VOLUJASP
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» FEYFURLHEL V=LY

// urlBThttp://1Thttps://1TWBREBFZEIC <aid="link">%Z 5T
function setLink( url ){
if( url.match( /~https?:¥/¥// ) ){
var elm = document.getElementById( "link" );
elm.setAttribute( "href", url );
elm.textContent = url;

}
}

setLink( "http://example.jp/" ); // ok
setLink( "javascript:alert(1)" ); // ng
setLink( "/foo" ); // ???
setLink( "foo" ); // ???

g Open Web Application
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> X URLZ#@XTURLICIERILT B
> URLUtils > #—J1—2Z

// Chrome, Firefox®

var url = new URL( "/foo", location.href );
console.log( url.href );

» aBRTHRH

// IEMEF

var a = document.createElement( "a" );
a.setAttribute( "href", "/foo" );
console.log( a.href );
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function getAbsoluteUrl( url ){ function parseUrl( url ){
var elm = document.createElement( "a" ); try{
// href7ONT 1 D@ URLZIR D T RT3 // URLOY RS UZMMERTEI2HEITEDOEEFERTS
elm.setAttribute( "href", "/test" ); var result = new URL( url );
if( elm.href === "/test" ){ return result;
// 1E6, IE7 }
elm.setAttribute( "href", url ); catch( e ){
return elm.getAttribute( "href", 4 ); // URLOAY ARSI ZDMERTEIRWGRII<a>BER%FEHT S
yelse{ var elm = document.createElement( "a" );
elm.setAttribute( "href”, url ); // |ETIZHETURLE href BMICEREL HBAICLK DA DTN T IELL
return elm.href; // BUSTE RV W olc AMEXTURLICE L TH'Shref BHICERET S
elm.setAttribute( "href", getAbsoluteUrl( url ) );
var result = {

protocol: elm.protocol,
host: elm.host,
hostname: elm.hostname,
port: elm.port,
pathname: elm.pathname,
search: elm.search,
hash: elm.hash,

href: elm.href,

origin: elm.origin

}s
if( elm.protocol === "http:" ){

result.host = result.host.replace( /:80%/, "" );
}else if( elm.protocol === "https:" ){

result.host = result.host.replace( /:443%/, "" );
}
if( result.origin === undefined ){

result.origin = result.protocol + "//" + result.host;
}

return result;
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» FENURLZ#NTURLICER AL 7= BIc7 Ok
P15

var target = parseUrl( "javascript:alert(1)" );
if( target.protocol.match( /~https?:/ ) ){

/* http.httpsZRURLER D THLIET B */

}
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DOM-based XSS 18 [ it B #R]

» DbXSSYIERICBEI BV AD —ICiEA =L
» DOXSSHAREEL THWMED RUEBWVESICT S
» HTML5 iframe sandbox»*F BRI RE

<iframe sandbox seamless
style="border-width:0px" id="f"></iframe>

document.getElementById("f").srcdoc =
"<div><img src=# onerror=alert(1l)></div>";

» sandboxBiEZ {459 DL TISDET 13‘**11:
Ih3d ) ownsp
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DOM:based XSSyt #E|[ i3

» —ERDOHTMLA2JIEEFAL =L

E390)

» FEENDREDELICIE T TIL—51TF)PMV*T

L—LD—J%ZRAW3

» TENSDIRT—TEREEETSL
> U2 O h http/httpsicBRESN D EFEER T BCL

» A—H—|C&kBEHRGHTMLY T ADZEFALT-L

» DOMPurify® &5%51735')%R
» FEXTURLZELVELY

W3

» ENURLAZHL =0 BIc7O )L A F—LZWHEET S

> PREREYNTER

» iframe sandbox®;EH
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DOM-based XSS#EL 7

» 27T TR
» AppScan (S <HISEW)
> 237 TEIRVARAT
» DOMinatorPro (&L<HI57%WY)
» JavaScript®DV—XA1—RZ&5H0
» —HNREY?
> $EXEH
» MIBEDHTETS
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DOM-based XSSHEL %,

» TS0 DTNYH T IDEREFRZR
-3—
> innerHTML, locationZaEh S L)
» 22 O—ILAIEED AN D
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» RIRICEH T
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DOM-based XSS #EL 75

» V=2 A—RZEFRABEHSERT
» TNy T LRILEMDERINS
» REBLL TORENDERIND
BESE L (minify) SN TWBJISEFROEEN
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