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= About JPCERT/CC
® Incident Response

HTML5 Security Report “

HTMLS is a specification of a markup language which is under development by WHATWG and
W3C as the next generation of HTML standard. HTMLS and its peripheral technologies enable
@ Control System Security us to develop more flexible and convenient website than using the conventional HTML4 . It

& Documents allows us to store data within the visitor's browser (Web Storage), enables full-duplex
communication between the visitor's browser and web servers(\WebSocket) and obtain
location information of the visitor(Geolocation). However, verifications and awareness-raising

- Published information on how attackers may exploit these new features have yet to be properly performed. There

L endiesResearch are concerns that HTML5 may become more and more prevalent without proper security
measures put in place.

® Vulnerability Handling

B Published information

- Technical Notes

- Presentation Materials JPCERT/CC compiled this report with the aim to provide organized material which could serve
as a basis for technical documentation and guideline for secure web application development
using HTMLS. To the utmost extent, we have worked to verify each of the security issues

- Press Releases covered in the report.

= APCERT

- Security Publications

Some part of this research was outsourced to NetAgent Inc.
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DOM based XSS

Today's topic : DOM based XSS




DOM based XSS

<+JavaScript TDOMZHHHIL THEIDXSS

location.href = location.hash.substring(1);

document.write( document.referrer );

div.innerHTML = xhr.responseText;
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JavaScriptDFIBICEHETHRELIEM
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DOM based XSS
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DOM based XSS
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DOM based XSS

2DV DXSST 1 IIL Y ZBBT3eh2L

“location.hashADEITI—R T —/\ {8l
ICO7 H 525 7%\
//http://example.jp/#<script>alert(1l)</script>

div.innerHTML = location.hash.substring(1);

“history.pushState T7ZRFL XA/N\N—&
z
Bt 51— THXSSICRIEFITKWL
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DOM based XSS

<+DOM based XSSI38E X TWL3B
JavaScriptD RFRIZE(LICFFLIENM
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DOM based XSS

<HTMLERBFICTRAT—"7
div.innerHTML = s.replace( /&/g, "&amp;" )
.replace( /</g, "&lt;" )

.replace( />/g, "&gt;" )
.replace( /"/g, "&quot;" )

.replace( /'/g, "&#x27;" );

+LLAtextNodeZz{EH D!
div.appendChild(

document.createTextElement( s )

);
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DOM based XSS

< URL&EREFHIhttp(s)DH

// bad code
div.innerHTML = '<a href="" + url + "">' + url + '</a>";

if( url.match( /Ahttps?:¥/¥// ) ){
var elm = docuement.createElement( "a" );
elm.appendChild( document.createTextNode( url ) );
elm.setAttribute( "href", url );
div.appendChild( elm );
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DOM based XSS

< URL&EREFHIhttp(s)DH

G AL INFHIA =T VT 79 ERES
BBWVESR—HRZMIHIPR

var base = location.origin + "/";
if( url.substring( 0, base.length ) == base ){

location.href = url;

}
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Basics of DbXSS so far




Mutation-based XSS




Mutation-based XSS : mXSS

<+DOM based XSSH—7#&

<innerHTML / outerHTML O&BBIC&DIT
DODOMIBIELITE L AHTMLY FHh RS
NB3LICEDXSSHFEE

elementl.innerHTML = element2.1nnerHTML;

[HTMLElement] < | [ String ] < | [HTMLEIement]
innerHTML innerHTML

© R EHTML =1y
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Mutation-based XSS : mXSS

<+DOM based XSSH—7#&

<innerHTML / outerHTML OEBBIC&DTT
DODOMIBELIZIREBEAHTMLX FHHHES
NB3LICEDXSSHFEE

The innerHTML Apocalypse - How mXSS attacks change everything we
believed to know so far -

http://www.slideshare.net/x00mario/the-innerhtml-apocalypse

mXSS Attacks: Attacking well-secured Web-Applications by using
innerHTML Mutations

https://cure53.de/fpl70.pdf

mXSS - The Spanner
http://www.thespanner.co.uk/2014/05/06/mxss/
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Mutation-based XSS : mXSS

<!-- IE8 -->
<div id="div1l">
<input type="text" value="""onmouseover=alert(1)">
</div>
<div id="div2"></div>

div2.innerHTML = divl.innerHTML;

<div id="div2">
<INPUT value=""onmouseover=alert(l) type=text>
</div>
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Mutation-based XSS : mXSS

<input type="text" value="""onmouseover=alert(1l)">

<INPUT value=""onmouseover=alert(l) type=text>

<listing>&lt;img src=1 onerror=alert(1)&gt;</listing>
<LISTING><img src=1 onerror=alert(1)></LISTING>

<style/>&1t;/style&gt;&lt;img src=1 onerror=alert(1)&gt;</style>
<STYLE></style><img src=1 onerror=alert(1)></STYLE>

<title>&lt;img src=1 onerror=alert(1l)&gt;</title>
<TITLE><img src=1 onerror=alert(1)></TITLE>
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Mutation-based XSS : mXSS

< mXSS
innerHTML/outerHTMLZ &L /eI c&
RODDOMIBELIIR LI IXFIIHEIFIND
IEAANTOHRELISS(CDATAERZDEEAY)
YT R
WEEHLNLIAFO—-ILAIELERD
innerHTML / outerHTMLZEMBEL L)
XF5TIEH<DOMIEET:--
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<+DOM based XSS
JS ETHRETBXSS

“<*Mutation-based XSS

JS_ETinnerHTML/outerHTMLZE&MBL 7=k
FJCHE T BXSS

L
XFHIRIETIZ B <DOMIZIET,

<createElement / textContent:--
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Manipulating DOM is messy!




DOMIR{ESDH AL S<IL ()

"<a href="http://example.jp/fo0'>2014.09.08 FH&m</a>",
"<a href='http://example.jp/bar'>2014.09.01 &HH5H</a>",
"<img src=# onerror=alert(1l)>"

]

var xhr = new XMLHttpRequest();
xhr.open( "GET", "http://3rdparty.example.com/", true );

xhr.onload = function(){
var items = JSON.parse( xhr.responseText ); _ _ _
var elm = document.getElementById( "div" ); """DOME{WT“
for( var i = 0; i < items.length; i++ ){ freOL ALV
elm.1nnerHTML +=
"<div class='1item'>" + items|[ 1 | + "</div>";
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“toStaticHTML
IES8+. BEHBHTMLXY FHZR T, b FEL,

div.innerHTML = toStaticHTML( s );

"<script>alert(l)</script>" — ""
"<img src=# onerror=alert(1l)>" — "<img src=#>"
"<a href='javascript:alert(1l) '>link</a>" — "<a>link</a>"
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DOMIZIESHA LSV

CIEAMIES T B

RIC, TS5 I9HRIDOKREERE> THTMLEZE/N—RX§BAHZETT,
fidcreateHTMLDocumentZ{ES £ KWLWTL &£ S,
createHTMLDocumentidHTMLSE#k TEZELINTH D, ZEL
TESCEDNTETET, IECHIEQUBETHR—FINTULE T,
HTMLN—XAIEBZ 1TV, B RFa X b E2EoT5, HEld
IARTDDOM/ — R & Attributez 7|2 L T, FILY T BN
LA TARTHFEEINILTT T,

F40] FBEREHIEBEINICKVWRTI T 7 FUAXSS (2) @ 702 IV FWebdBE=E | gihyo.jp - FfiETEsm+t
http://gihyo.jp/dev/serial/o1/front-end_web/000402
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<*DOMParser [ createHTMLDocument
75 IABDHTMLN—Y
SIRERTL TV SdocumenticHEEEZ 5 X
9 ICDOMY)—Z 18 SErT g
Opera 12%[#<
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+*DOMParser

var s = xhr.responseText;

var parser = new DOMParser();

var doc = parser.parseFromString( s, "text/html" );
var elm = doc.body;

»createHTMLDocument

var s = xhr.responseText;

var elm =
document.implementation.createHTMLDocument("").body;

elm.innerHTML = s;

XF5E/IN—ZXLDOM/ —F Z18EErI 5E
DOM/—Fh o BEGER. EEZYIDHT
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<DOMParser.createHTMLDocumentid

IRIERTJLTWAdocumenticEx 5%
A R

var s = "<img src=# onerror=alert(1)>"; // EALGZWL!!

var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );c

createContextualFragmentid 7S5 H(C
FOTHNTS
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+*DOMParser.createHTMLDocument™T
HTMLElementZ4

SERINT-HTMLElementDEE. ElE%E
HELTEELBHDE T

class — class

— title o alt

—  class

—  href _ Src

http:// http://

https:// https://
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<{ERLT=HTMLElement%Z X FFICZE#:L
A At
// bad code.
var parser = new DOMParser();

var doc = parser.parseFromString( s, "text/html" );
div.innerHTML = doc.body.innerHTML;

[HTMLElement] < | [ String ] < I [HTMLElement]
div. doc.body.
innerHTML innerHTML
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WE5|¥HTMLElement

“+HTMLElementHh5XFHADEH:II
MmXSS%Z5|FEC I (FTrEIED 3 B)

// bad code. IETIImXSS& &%
var s =
"<listing>&lt;img src=1 onerror=alert(1l)&gt;</listing>";

var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );
div.innerHTML = doc.body.1nnerHTML;
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WE5|¥HTMLElement

“THOWSO—FIEF X
// bad code. toStaticHTMLE} % {ED 7=L)

if( window.toStaticHTML ){

return toStaticHTML( s );
}else{

var parser = new Parser();

var doc = parser.parseFromString( s, "text/html" );
var newNode = sanitize( doc.body );
return newNode.innerHTML;
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WE5|¥HTMLElement

CEBLBBCOVORL

// toStaticHTMLEN #Z{ED 7= L)

if( window.toStaticHTML ){
var div = document.createElement("div");
div.innerHTML = toStaticHTML( s );
return div.childNodes;

telse{
var parser = new Parser();
var doc = parser.parseFromString( s, "text/html" );
var newNode = sanitize( doc.body );
return newNode.childNodes; // HTMLElement
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RickDOM

http://github.com/hasegawayosuke/rickdom/




RickDOM

CREAEDPORLIEXDTFT1IT T

var rickdom = new RickDOM();
var elms = rickdom.build( "<img src=# onerror=alert(1)>" );
for( var i = 0; i < elms.length; i++ ){
div.appendChild( elms[ i ] );
}

JRE DEFFRIIL—IL DEETEH R EE
var rickdom = new RickDOM();
rickdom.allowings =
{ img: { src: { pattern : "Mhttps?:¥¥/¥¥/", flag: "i" } } };
var elms = rickdom.build( "<img src=# onerror=alert(1)>" );

http://github.com/hasegawayosuke/rickdom/
http://utf-8.jp/public/rickdom/
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Anxious




sandboxed iframe

»sandboxZ;iframe% & HE

<iframe id="iframe" sandbox seamless
style="border-width:0px"></iframe>

document.getElementById("iframe").srcdoc = xhr.responseText;

sandboxB1ICEDISZEEIE(XSSZPLS)

® Blocked script execution in 'about:srcdoc’
because the document's frame is sandboxed and

the 'allow-scripts’' permission is not set.
about:srcdoc:1
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sandboxed iframe

»sandboxZ;iframe% & HE

<iframe id="1iframe" sandbox seamless
style="border-width:0px"></1frame>

document.getElementById("iframe").srcdoc = xhr.responseText;

sandboxB1ICEDISZEEIE(XSSZPLS)

seamlessBEICEDIRTIL — L DCSSZEHEF
AV TFYidsrcdocBiEIcEIESRE
HTMLElementZ:5contentDocumentiZH
<5
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sandboxed iframe

<" [page" BED)> Y DFFA

<iframe id="1iframe" sandbox="allow-top-navigation" seamless
style="border-width:0px"></iframe>

document.getElementById( "iframe" ).srcdoc =
'<base href="http://example.jp/" target="_parent">' +
'<a href="/page">next</a>";

allow-top-navigation CiRframe I THO R —
BB ZETH
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<+DOM based XSS,mXSS
Y25 THRIEL L. DOMEZH TIR(E
> 213http(s)DH
< NFHHS5DOMDIEE
DOMParser APIH' (EF
<*sandboxed iframe
DOM baed XSSOF Al {EF
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Question ?




Question? s

K hasegawa@utf-8.jp
hasegawa@netagent.co.jp

L4 @hasegawayosuke

&) http://utf-8.jp/
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