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div.innerHTML = xhr.responseText;

+DOM based XSSD ;&K
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div.innerHTML = sanitize( xhr.responseText );
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div.innerHTML =
toStaticHTML( xhr.responseText );

JavaScriptFZHIFR L 7= Taspy) &
HTMLXF3 %R

Shibuya.XSS techtalk #5



BIELAIZE S THDH

»toStaticHTMLH E X% 1E3?
o HE3B 1 HZ2BHbDZEEE! ]

<+ Google Caja

% IZJavaScript CHTMLZ/N—RX 9§ 3 HETT. T HEITD
REICKEFET, JavaScript & THTMLO Y Z 512> 7 %Z1TL)
9, COV7FO—FTRENHBDII, google-cajaZ 17>
T9,

fef2 L, google-cajaz 1 7S VICEEFNBHTMLY =4 1 i3

IEREICEENHZ e N TWVWES, - (B&)-F/, T
HEIOHTMLN—H £ DIEEEDREDL H B TL & 5, BEIIRE
ICESRWVWTL&LSH, EEROHTMLOFWARE T, HIHRE
EWNTHBIDS5TY,

S4B fERRMAERINICC VR T4 T 7 FURAXSS (2) | 7O F I FWeb¥BEE | gihyo.jp - Rflisrsatt
http://gihyo.jp/dev/serial/o1/front-end_web/o00402

Shibuya.XSS techtalk #5 € #shibuyaxss




B Google Caja

SN FHZEN—ALTEHEELHTMLXF5 %
$07>3L T
IV (B LW
ST ZOFDON—YIEEH(SL V)
ST SO IERHBBHTML/N—Y|ZDOM
XSSZEANR T LV cajaniz5. vushiitidswn)

<+ XSS with HTML parsing confusion (ma.la)
at AppSecAPAC 2014
https://speakerdeck.com/owaspjapan/xss-with-
html-parsing-confusion-number-appsecapac2014
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+*DOMParser. createHTMLDocumentic
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var s = xhr.responseText;
var parser = new DOMParser();

var doc = parser.parsefFromString( s, "text/html" );
var elm = doc.body;

wcreateHTMLDocument

var s = xhr.responseText;
var elm =

document.implementation.createHTMLDocument("") .body;
elm.innerHTML = s;

*XF5E/N—XLDOM/ — R ZiE3En] 6
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<+DOMParser. createHTMLDocumentid
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var s = "<img src=# onerror=alert(1)>"; // FEAXKLEL !
var parser = new DOMParser();

var doc = parser.parsefFromString( s, "text/html" );

“createContextualFragmentid 7 5 #
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+*DOMParser. createHTMLDocumentic
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DEMO
http://jsbin.com/dafeh
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<*DOMParser. createHTMLDocument(d
HTMLBodyElement% X1 nJ §E
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// bad code.
var parser = new DOMParser();

var doc = parser.parsefFromString( s, "text/html" );
div.innerHTML = doc.body.innerHTML;
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// bad code. IETIEImXSSEhid
var s =
"<listing>&lt;img src=1 onerror=alert(1l)&gt;</listing>";

var parser = new DOMParser();

var doc = parser.parsefFromString( s, "text/html" );
sanitize( doc.body );

div.innerHTML = doc.body.innerHTML;

[HTMLEIement]I:>[ String ]I:>[HTMLEIement]

= . RBBHTML ap

http://www.thespanner.co.uk/2014/05/06/mxss/
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// bad code. toStaticHTMLEMFZ/EYU7F=0L>
if( window.toStaticHTML ){

return toStaticHTML( s );
telse{

var parser = new DOMParser();

var doc = parser.parsefFromString( s, "text/html" );
var newNode = rebuildSanitizedElement( doc.body );
return newNode.innerHTML;
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// toStaticHTMLENFZ{EY7T=LY
if( window.toStaticHTML ){
var div = document.createElement("div");
div.innerHTML = toStaticHTML( s );
return div;
telse{
var parser = new DOMParser();
var doc = parser.parsefFromString(
"<div>" + s + "</div>", "text/html" );
var newNode = rebuildSanitizedElement( doc.body );
return newNode.childeNodes[ 0 ];
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+HTML5 sandboxed iframeh'{E X 3!

<iframe id="iframe" sandbox seamless
style="border-width:0px"></iframe>

document.getElementById("iframe").srcdoc = xhr.responseText;

wsandboxE¥Ic &k DISEEILE
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HTMLElementZ: 5 contentDocumentiZH
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hasegawa@utf-8.jp

R hasegawa@netagent.co.jp

a @hasegawayosuke
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