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jlencode demo ﬂ ¥

Enter any JawvaScript source:
alert ("Hello, JavafScript™ )

glohal variahle name used by jjencode @ § palindrome
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aaencode demo ﬂ L

azencode — Encode any JavaScript program to Japaness style emoticons (7)
Enter JavaScript source:
alert ("Hello, Javalcript™)
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<»canvas, video, audio, input--
ZEDHTUVAPI

<+Web Sockets, Web Storage, XHR Lv.2:
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Ajax




HTMLS5D¥ht%6E

SNIVFAT A PDYR— b
<video> <audio> <canvas>...

CNERMEZTRI EXR
<section> <header> <footer> ...

< I A —IDYLE
<input type="email"> ...

<JavaScript API
Web Workers, WebSocket, File...

M-
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< XSS
HTMLS D ERRIC KD XSS
JS1— REDIEhN — DOM Based XSS
AjaxT—H [C KL DXSS
“» CSRF
XMLHttpRequest THEEEGF!
CHA=TUHALALDH
JavaScriptickd U512 baighi
< DA
AjaxT—AH 5 DIFHIFE AL
APID{ELS DR
+Web Storage. WebWorkers. XDM-:-
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HTML5 EE&#HS from JPCERT/CC

&« ¢ [ www.jpcert.or.jp/research/html5.htm
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http://www.atmarkit.co.jp/ait/articles/1311/26/newso07.html

(2) BHFETEI RV, =8 (VO NROUT
Ta1 201 FIF
http://www.atmarkit.co.jp/ait/articles/1312/17/newso10.html

(3) FI> TLWNIEFEL 2L\, XMLHttpRequestic &
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http://www.atmarkit.co.jp/ait/articles/1403/24/newsoos.html
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JS1— REDIEhN — DOM Based XSS
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XMLHttpRequest THEEEGF!
CHA=TUHALALDH
JavaScriptickd U512 baighi
< DA
AjaxT—AH 5 DIFHIFE AL
APID{ELS DR
+Web Storage. WebWorkers. XDM-:-

£ 23EILEITProfiiias E #sitw23






XSSH 5L

XL
HRCHTMLZERR T DdWeb7 IV
¢ a8

WEEVARULEAIVUT M HTMLA(CHES
ASNnd

L XITR
HTMLZER I B3R CIRY—T

223 LFEITProfiisds B #sitw23



http://shop.example.com/
?item="><script>...

<input type="text"
value=""><script>...

HTMLZERK IS ESED
IRT—JRn
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http://shop.example.com/
?item="><script>...

GET /?item="><script>...

<input type="text"
value=""><script>...

HIBIXSS
A—YDXERABTZECDIERTI S
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: : Subject: test mail
Subject: test mail

<html><script>...

<html><script>...

.|
U J

HTMLZERKR TS EETD ‘
IR—JRn WebX—J)L7R &
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Subject: test mail
Subject: test mail

<html><script>...

<htmI><script>...

Foindd/ BIREIXSS
WZ2EDAIVUT MIT—/\RTHRIFETNTLS
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“href. srcEEDURLDE)AYE R,

I <a href="javascript:alert(1)">

<iframe src="data:text/html;baseb4,
PHNjcmlwdD5hbGVydCgnWFNTJyk8L3NjcmlwdD4K" >

http AN DAF—LACIER
<JavaScriptRDEN Y E Bk

<script>
var s="</script><script>alert(1)//";
</script>
ISHOXFH UFSIFHTMLEZRRZT
Ao—2
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<div onclick="foo('¥u@022><script>..');">

< URLODENA) EAY
href. srcZF(Ihttp, httpsIBEE TS
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XSSz

< STEIBIXSS / Type-1
dA—HEDXRERTEEDEIERSR
XSS 1 IV FETHHIEENi
HSEIVWESDHOE I A —L. U1 MRS
> IFHRIXSS / Type-2
WEEDAV VT MY — )\ THEF
BRI, WebX—JL
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XSSz

< STEIBIXSS / Type-1
dA—YHEDXRENTEEDEETERSR
XSS J 1 LI FTHDIEE P
HSEIVWSDHOE I A —L. U1 MR

KGETIZ T TEKPOSTHEHYES

GET /?item="><script>... a5 M
/// . >

I o I ||

i ‘ :‘-sf,.(“ ’{ !

<input type="text"
value=""><script>...
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GET /?<script>alert(1)</script> HTTP/1.1
Host: example.jp

/

N\

al
-
|

HTTP/1.1 200 OK

Content-Type: text/hthml; charst=utf-8

<html>
<body>

<script>alert(1)</script>

</body>
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XSSDiEFA - RHIBIXSS

GET /?<script>alert(1)</script> HTTP/1.1
Host: example.jp

/

N\

al
-
|

HTTP/1.1 200 OK

Content-Type: text/hthml; charst=utf-8

</body>
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VW O'Reilly Japan Home Page: Feedback - Mozilla Firefox
| % O'Reilly Japan Home Page: Feedback ] + }

@ www.oreilly.co.jp/feedback/feedback.cgi?quastionl=<script>document.getElementByld("center").inner (&

e O’REILLY

Ebook

€

Home Books Safari Books Online Order About
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VIEW CART °
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8 New Release
3 Ebook Store
E) A5t

B Make: Japan
£ or3 on Twitter
= Bookclub News
m ORJ for Mobile
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< STEIBIXSS / Type-1

200748A Twitter [CAICBIFCAICS
(3 - rmEm

L C | [ labag.com/archives/50760784.htm
[ tweet [ HTML5-20131030---
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< STEIBIXSS / Type-1
dA—HEDXRERTEEDEIERSR
XSS 1 IV FETHHIEENi
HSEIVWESDHOE I A —L. U1 MRS
> IFHRIXSS / Type-2
WEEDAV VT MY — )\ THEF
BRI, WebX—JL
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<+ FRBIXSS / Type-2
WEEBDAV VT MY —)\WTHES
Zl_-\*ﬁ\ Wbe _)/l/

,///
el
wa nt 3 g p
ol i ‘,_/ | ; |
) Rl | (S y
o

Subject: test Subject: test

<script>... <script>...
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XSSiwith HTML5S elms




HTMLSDOFMEZRICKDXSS

< CNETODRHIZED JTEXSSHTR
fElRESRERZTIRE

<script> <object> <iframe>
onXXX. hrefik EOBIFDEEZEL

<div onmouseover=alert(1)>
<img src=# onerror=alert(1)>
<a href="javascript:alert(1)>

CINFTTRICCDFETHETESTLE
EULTH.
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HTMLSDOFMEZRICKDXSS

+HTMLSTEHOERE. ElE. A1 MH

BA
<input autofocus pattern="...">
<video onplay="...">
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HTMLSDOFMEZRICKDXSS

2Whd [TSYIURX BN TOMIGIC
Pl

<form>

<button formaction="javascript:alert(1)">X

</button>
//http://html5sec.org/#72

EEEEISYIVURNSRITEENS S

< [HTMLERRICI XS —2'] DEAI
HTML5 & B{RI2< XSSEB5IFD
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DOM based XSS




XSSz

FEBIXSS / Type-1
dA—YHhEDEEATEEDEERR
XSSJT+ )b@%’fﬁ%&f" B 4itl

I//http ://example. Jp/#<scr1pt>a1ert(1)</scr1pt>
div.innerHTML = location.hash;
WEHDADI VT MY —)\ATHESF
G, WebX—JL
+DOM based XSS / Type-0

JavaScripth's| &
H—/)VBIOHTMLAERL(C (SRBEIRER U
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DOM based XSS

<»JavaScripth'\5| EFieZ XSS
<Y —)VBIOHTMLE RIS (C (XRIRERS U
JavaScriptiC&BHTMLL >4V > O BDRIRE

//http://example. jp/#<script>alert(1)</script>

div.innerHTML = location.hash.substring(1);

< JavaScriptDFIAH(CSHE TEM
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DOM based XSS

Microsoft GOV &

EESE HSLM

===

Microsoft HI S 2
SNETHTEZEA

A E|

& hitp://www.microsoft.com/ke O ~

@

¢

& microsoft.com

O]

=

#AF D 0]l

el
FAQ

eOpen 2HH
k2=

Web R—ZeDA vz

Microsoft
Microsoft

FB7|BE fF

Microsofte| .
o x| g

]
Y

load Center

http:/fwww.microsoft.com /korea /gov/event/event_view.mspx?
url=javascript:alert%28window.parent.location.href+ %22¥r¥n%
22 +window.parent.document.cookie®%29

MC0=1386123260404;
MC1=GUID=2a375ba231a80c489824353a78935f9e8HASH=a25b
BlWV=2013118V=48 U=1384760842523;
A=I&I=AxUFAAAAAABRCAAAUVTOVBNILZXMjw+ R+ paAYAT &V
=4; omnilD=4234131e_ad63_4161_95d2_74328710dd9e;
MUID=13906C6754CAG85A345B69EESOCABABE

A

ZRE ) B

©2013 Microsoft Corporation. All rights reserved. AFE R 2]

AtEDtI‘_} MHIE ]HD|I—| HE| ZHkE O & AL ]S R

EH T
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DOM based XSS

—y

)|\ http://marketplace.xbox.com/en-us/Redirect/ContentRedirect?url=javascrip ©0 ~ ¢ || & Xbox.com

2%@[%@5 #871R | imode | $¥%orz | & 2—7p2 |[ZLo5Ar v BEET ¢ Sanna

RN REBCRBINTEIZIOF 1350
Za-2 | S | FLEHE | A0S 2 E

~
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DOM based XSS

[ © REAES

L C | © www.police.pref.osaka.jp/#a=//ma.la/tmp/osaka.htm|

OSAKAPOLICE :.” = W : ¢

BREHRA FAi24F1827H

XFERKELTD

=L

Q) nasw

D summ

SES

P <

O wEze

IRFISEA

(L F s

B smFaz OLHEN OB

O E {15 SRl

@ iRDIASHFFHRBARIE IR it A
P | il SV
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DOM Based XSS

» T SIYDXSST 1 IV &iEiB sz ensu
“location.hashAMDER{TI— R(IHB—)(fl(C
OO h\i& 5150\

//http://example. jp/#<script>alert(1)</script>

div.innerHTML = location.hash.substring(1);

“history.pushStateT7” RLA/N\—FZ &
x
FiiliDdp D 1—H TEXSSICKIEICK LY
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DOM based XSS

< DOM based XSSI[IIEXTL\D
JavaScriptOXMRIR(E(CHELEM

Y= )VAITOMNFEFERIEEU
HTMLERIFIC TR —2

URL&ERES IZhttp(s)D

CSS backgroundImageEZENDH{KARLAAN
> NI\ RSOENMERL(SEET S

B #sitw23
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DOM based XSS

SHTMLERRIC TR —2

div.innerHTML = s.replace( /&/g, "&amp;" )
.replace( /</g, "&lt;" )
.replace( />/g, "&gt;" )
.replace( /"/g, "&quot;" )
.replace( /'/g, "&#x27;" );

O UAtextNodeZEHS!

div.appendChild(
document.createTextElement( s )

)5
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DOM based XSS

<+ URL&E R Zhttp(s) D

// bad code
div.innerHTML = '<a href="" + url + '">' + url + '</a>';

.match( /~https?:¥/¥// ) ){

elm = docuement.createElement( "a" );
.appendChild( document.createTextNode( url ) );
.setAttribute( "href", url );

.appendChild( elm );
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DOM based XSS

<+ URL&E R Zhttp(s) D
S UL LD NFEA -T2 USALLDO5
Z2FREEIRWVWKLSEI—RA MMIHIFR

var base =
location.protocol + "//" + location.host + "/";
if( url.substring( 0, base.length ) == base ){

location.href = url;

¥

£ 23EILEITProfiiias E #sitw23



DOM based XSS

“URLODIERBIIR(EIHALES < S
sFlld THALESSEVWebtZF1UF 1]

$23EIUEEITProfMiis: € #sitw23



XSS with Ajax data




XSS with Ajax data

+IEMContent-Typef&i
HTMLTIZIRWEDHMIHTMLICEE U TXSS

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{ "msg" : "<script>alert(l)</script>" }

3 @L@} http://example.jp/sample.json/a.html LP~Bax H @ example.jp ‘ ‘

{ “ﬂlig“ :||

Web R—SHSDAY ... I
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XSS with Ajax data

NIE(EIZE-"f’i‘H(J(c_ [D7AIVFAT ] ICEDNWT
m S aAVE 1% )

“Content-Type BISHCERLBREED S
T7AIVEF A &RE
NEEESNTULWRWEMBAD =X A

[ 7AIDHI>O0—RIA7OITREREEIN
DI 71 IIAaDinaiRAl

http://support.microsoft.com/kb/436153/ja
T7AIWNIATREDAD A LBRRBIGEDS H—DRFIA M
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XSS with Ajax data

» TP A IVIA DI DREREF
"Content-Type" HTTPL AR AN S
"X-Content-Type-Option" HTTPL X7k
SANY S
WindowsL X MU(CH T D EHES T

IEDESE:"HEF T3 . ABICEKDT
IJ7414 )"

URLB B
A7 YEDED
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IECHITDIIT7AINEIATREDAND X A

Content-Type ML AR [ZEEFRZINTULND?  [HKEY CLASSES ROOT¥MIMEY¥Database¥Content Type ]
vY vN
T7AIVEATERRE |E8+ && "X-Content-Type-Options:nosniff"?
I Y X N
NETSTA T TINBE? || TSTAVEREF-(EFHO—F || FooO—K
vN
IE8+ && "X-Content-Type-Options:nosniff"? a4 RRELI=T7MIALTEEH
v N
R e P v T o vEiffL I A LA TERE
JTANVERCGREIR L ] RRELEI7 LA TEER
URLDILERF A “cgi” FI=[E “exe” F£I=lX “/” ? e.g http://utf-8.jp/a.cgi?abed, http://utf-8.jp/foo/
vY Y
QUERY_STRINGMNS 77 A ILAAT% URLDIESRF M DT 7 ILEAT%
R TE R TE
v v
NERTST AT TV E? NERTZT AT T)DLE?
¥N vY ¥N vy
TV Esniffl TS50 A % FED ATV Esniffl TS50 A % E)
T7ANEFATERE || £=IEFHoA—F T7AINEATHERE || £EFHoao—F

X NN B HINIRZE BN L EEH D Yosuke HASEGAWA http://utf-8.jp/



XSS with Ajax data

“AjaxT—HZFIAUIEXSS
+Ajax TP OBMDENZT—HZEET S
DY L THRWZ EE(EXSS
JSON - JSONXF5IP

{"text" :"<script>..." }
JSONP - callback#

http://example.com/?callback=<script>...

TJL—>FFX B, CSV
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XSS with Ajax data

“IJSONIRS TR —T TERL (FRWWTE

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{ "msg" : "¥u@03cscript¥u@@3ealert(1l)¥u@O3c/script¥uoo3e" }

text/plain&htext/csvENI R —I' T
A4 A
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XSS with Ajax data

<+ XIoR
X-Content-Type-OptionsZ&{1lJ 3

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
X-Content-Type-Options: nosniff

{ "msg" : "<script>alert(1l)</script>" }

FFHTMLOHTMLIEWENS Z DR 12D

B #sitw23
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XSS beyond HTML5

< XSS
HTMLSDFEFRE(C K DXSS
JS— REDighNl — DOM Based XSS
AjaxT—4 C L BXSS
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XSS beyond HTML5

SXRIISMER EXRES (FED S
[HTMLERRRIC TR —2'1 OIFRAl
URL&ERIF Ehttp(s) RF—LDHEFH]

X-Content-Type-Optionsid & ([CHh < 37
THT

<+ IEN e E PRI X S
FiULWHTMLE=., BIE. IR B
JS— REDEM
AjaxfEEFHEDIEM
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LFI1VUFBEROLULARI AAY S

CENWCIRTCETEIDEF7IC
X-XSS-Protection
X-Content-Type-Options
X-Frame-Options
Content-Security-Policy
X-Download-Options
Strict-Transport-Security
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X-XSS-Protection




X-XSS-Protection

< XSSEREREAEDHI i
IE,Chrome,Opera,SafariCa%)
XSSIREHRER CDNR—2DHENICT S

X-XSS-Protection: ©

XSSREHBEZHRNICBMICT S
(I A I RBZCIRDTULDB)

XSStREHBZABMICU. XSSEMIFICER
5] [ 2 /R

X-XSS-Protection: 1; mode=block
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X-XSS-Protection

< IXSST A )G —2BihCFEE] O
C! r@ ) [ s o N .

w.bing.com/search?g= 0O ~ G” > x557-ﬂl/9 EERIC...

= - - -y

o7 B @HE WwE @ JavbExd  Toib Bing.com in
I bing | "xssTcLo—wBERcTE" "EMCTE" "BRUTZEL | O 05>

OEE  BEEELL v SETEDRD -
Moy 0T EEEHOBE;RRENZD, UL D% ...

career.nikkei.co.jp/contents/help/detail/2... -

S S O MOS0 i e e 2 i M W o B~ A W RN i B e ) =1 =)
XSS INS—EF/HCTB] & BHCTS] SBRUTLESZW, JDFE
22D TFUTALALETFITCLUED -

e-shops ~NJLTZ 45—
faq.e-shops.jp/cart/index.php?fag _id=104 ~
EEAEACO-ILL. Fx5574)b'9—’£ﬁﬁ][cﬂ'é 1IET
TwL ToK] &4! :
FERLACHUTXSS T« LT — Eﬁﬁﬂllubtu‘iﬁ'o {=.

[ ﬂﬁ]h_'é'%) J

IES.0RTMES.OF CHADBEESDETFEEFIR
edoc-proc.pref.gifu.lg.jp/howto/EPE/ie8.html| -

IEMAZa1—/){—@ WLl H'S (48 —Fv hATZ3 ] #FRBRLTLES
W, [ xSST/AS—EENICTS BACTS [lok) RI>EEIUYILT,
R EC =D /N G WEP ¥ VL e

BLELAS, REANLDSD,

blog.zag.ne.jp/aysys/category/13 ~

[TFarUFBE]DT FOIRY 2N OTHRENEAIO—ILL. [X557

1 LA —EBRCTID[EMCTRFFY ‘D‘L;[OK]E’JLJ W rRTOUvE
7= i o H .
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X-XSS-Protection

“XSST 4 IV —DRIRFDIS—=ZHT
(C(E
ZHNR—T[CXSSHRVWVMEE(CHRBUEDS
AT
TDNR—TDHIHX-XSS-Protection:0Z$85E
ST SOYDEREZEEZIBRUBWT !
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X-Content-Type-Options

< Content-TypeZBig(CIRD

JEHTMLZHTMLIRWL U730
JSONY>CSVIC K BXSSDP5IE

Content-Type: application/json; charset=utf-8
X-Content-Type-Options: nosniff

{ "message", "<script>alert(1l)</script>" }

JEIS%&E <script src>& UTEHRMMAFTRRU
script srcfZH CODIRERIRAV\BALE
Firefox, Chrome/X&ETH,

Content-Type: application/json; charset=utf-8
X-Content-Type-Options: nosniff

[ "secret", "message", "is", "here" ]
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X-Content-Type-Options

+AMFRREEALERBVDT, 227>
WVICOFTDINE
WHE/REWFRA : ISONP/ISON TItimiLE

Content-Type: application/json; charset=utf-8
X-Content-Type-Options: nosniff

{ "message", "<script>alert(1l)</script>" }

Content-Type: application/json; charset=utf-8
X-Content-Type-Options: nosniff

callback( { "message", "<script>alert(1l)</script>" } )

<script src="api/jsonp?cb=callback"></script> kBT %
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X-Frame-Options

XA DX A AV 2y
=i MESEICER. BRIV Y
DEHEB| X ITIE

BEIAZRRD
B A &
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X-Frame-Options

DUV DSvYF IR
iframe,frameF TDEHIAHZEFRIET S
2 CDIEDHIAHZFELE

A=AV BADNSDOEDIAHZEEELE
BEAUS > LUNDEDIEDIAHETELE

X-Frame-Options: ALLOW-FROM http://example.jp
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X-Frame-Options

“*X-Frame-Options: ALLOW-FROM

X-Frame-Options: ALLOW-FROM http://example.jp

http://example.jph 5 DIBIAFH D55 0]
ALLOW-FROMICIEETZ3A US> (30 &
) =7

EBHDAVUS I HhEDBDAHHB] (T EDE
X TIETERW

+ FirefoxM#HANR—AXYVID TEBAV S > D5
7E B] BE
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X-Frame-Options

“*ALLOW-FROMDEEA U = 2 3Tkt
IR Lo A U 2> 2 & [CHBIF & URLICTS

// http://parent.example.jp/ Lt
<iframe src="http://child.example.jp/?from=pl"></iframe>

# child.example.jp/

my $allows = { pl => 'http://parent.example.jp' };
my $from = $allows->{ $params->{from} };
if( $from ){
print "
telse{
print "X-Frame-Options: DENY¥n";

}
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Content-Security-Policy

LAY S TIRESTNIZY —AD 5 UbEHS
PISZHIHADIRL T D

HTTP/1.1 200 OK
Content-Security-Policy: default-src 'self'; image-src *;

Content-Type: text/html; charset=utf-8

ChromeiiiEXoFirefox0S 727’V ORIFERS(C

15y &I 7L
ELNCRBIEIXSSEl<BWINE, ERD
EH (SETZ VLN A
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X-Download-Options




X-Download-Options

SIESMTA D >O— RBIC THLK] RS
>EIERR

HTTP/1.1 200 OK

Content-Disposition: attachment; filename="index.html"
X-Download-Options: noopen

<html><script>...

[ 57 tLpsso—k =) [ o7 1ossn-k =)

0774 WER I, FEREFELE TR 077 NEFELE T

@ ‘%ﬁﬁi index.html @ ‘%ﬁﬁi index.html

R HTML FFax b, 6101 b R HTML FFax b, 6101 b
IS examplejp IS examplejp
B || iFEE | [ EwuEl | [ #ED | [ EFELT

25 JeBoAebmor MR SEEM, Je0) Lo T — 5 (78 25 JeBoAebmor MIRCISEEM, Je0) Lo T — 5 [ RRE

Q HEECThObEN T, BISTMSET ELIESE. CO77 ERRD IR Q HEECTOOEEN T, BT SIETELLIHS . CO77- N EIRTFLE:

k. TELEDLROTSEED, B s REH = (VT EEE TEMERER

| X-Download-Options/ U | X-Download-Optionsd D
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X-Download-Options

«A9>0— RO <] RY>DIERR
I I 71 INCKDERBIDXSSZFBY D
ZENTED
Z2RA>FoVel1—Y—hEER L
W TER<IRDDT, FIFEEEETTHSD
NMIEZSHWDI—Y—hiER1 I 7 1 ) Z2i8H
TE3Web7I UTIE—E D HESD D
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Strict-Transport-Security

“HTTPSZitld SIcHDIES

HTTP/1.1 200 OK
Strict-Transport-Security: max-age=15768000

HTTP/1.1 200 OK
Strict-Transport-Security: max-age=15768000; includeSubdomains

CNBIEDHTTPAD 7P I AIFHTTPSICE
=Hbh3

max-age (IB/ZREIZRETEE

includeSubDomainshi§ Echa&HIJ R
AA > HIWR
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Strict-Transport-Security

<HTTPSY A bdDAHhH\Strict-Transport-
SecurityA\V 5 %&iR 9

HTTP/1.1 200 OK

Strict-Transport-Security: max-age=15768000

HTTP> T TICHERENT LS HE LR
DT

Firefox. ChromeR E(XFEICHTTPSTIE{E
9 D "preload HSTS" WU X h&EEFDOTL)
3
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Strict-Transport-Security

“Preload HSTS list
Firefox. ChromeldE(CHTTPSTEI{IEd S
1 MU MZEIFTOTUVNDS
EHEF I NIEI/EH LU THEBS X B (FEIFSSLIL!)
cybozu.com ZEI(CER SSL (CT 55 |
Cybozu Inside Out | HA//ROXIT>> =

D709
http://developer.cybozu.co.jp/tech/?p=6096
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Question ?




Question? zr

hasegawa@utf-8.jp
hasegawa@netagent.co.jp

L4 @hasegawayosuke

4] http://utf-8.jp/
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