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<+Edge / IE11 on Windows 10Ti&7T 74 JLET
calclator: 7O LN\ RSHER

<a href="calculator:">Click here</a>
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<a href="ms-settings: "> € BIHE</a>
<a href="ms-settings:network-proxy">70O > &% E EH</a>
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<a href="ms-settings:privacy-microphone">~ - 7 &€ HiE</a>

_}'I..l—'—l

https://msdn.microsoft.com/ja-jp/library/windows/apps/xaml/dn741261.aspx

P XA —kXZa3—(Cortana) DFERT

<a href="ms-cortana:">Cortana</a>

+Edge THL(IE11D5)
<a href="microsoft-edge:http://utf-8.jp/">Edge THI< </a>
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“L AR ANy AT E
Content-Type: text/plain; charset=utf-8
X-Content-Type-Options: nosniff

CHNUITEFRMT 71ILTY,

<script>alert(1)</script>

<|E8+TContent-Type% EI&ICIKRS
Sstext/htmIUANZHTMLEL TS ZED RSB
“<script src>TJS,VBSLUNZE R V) TRl Tikt7a<
ZANZS
stext/cssNzE R 21 )L —he L TR 7<E 3
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“<script src>TJS.VBSHUA D Content-Typed
HDIF ATV TR L THH <783

Content-Type: text/html
X-Content-Type-Options: nosniff

//<script src=#></script>
alert(1l);

SEC7112: http://example.ip/H& @24 Y F Hid. MIME OFEFEHLF—FL7ZL =6, O 223 HF L]
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“Content-TypeNy AN EFEELABVIEZERPZEDS
BIZIEX-C-T-O:nosniff A #EREL 72 L)

Content-Type:
X-Content-Type-Options: nosniff

//<script src=#></script>
alert(1l);
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Fiddler http://www.telerik.com/fiddler

<7 /\vwZJBO—A)LproxyY—IL
<JcMicrosoft®Eric LawrencefE

@ RXIVTMNMIKXBEIBENAEZY 1 e

e R L Fiddler
s ISBN978-4-87311-616-7
Flddlef Eric Lawrence . BAY 1 70OV I7MMsR &1t
e INTTIURS YT E BEERCRE &84 R
- http://www.oreilly.co.jp/books/9784873116167/
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<http://docs.telerik.com/fiddler/KnowledgeBase/F
iddlerScript/

< JScript.NET (JavaScript THJScript THHDOFEEA)
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<+Visual Studioh* 5Fiddler Ot X %= 72 vFL

<FiddlerScriptiAHh 5System.Diagnostics.Debugger
Break()%iﬂ?Uu':l:.'?'
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EARMIZIEprintf7/\w I H2BDH !
"FlddlerObjeCt log

<07 Xwt—2 DELER
<+FiddlerApplication.Log.LogFormat

“ A vMIEOYd
<FiddlerObject.statusText

P RT—RAN—ICIITRT
<*FiddlerObject.alert
wHATEKIFE alert
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<*FiddlerObject.log( msgText )
cLogRAUICEETRIND

static function OnBeforeRequest(oSession: Session) {
FiddlerObject.log(
oSession.RequestMethod +

+ oSession.url

);

iddler Web Debugger

d @l Save |B@ (%) @ Browse -~ G Clear Cache T TextWizard | [& Tearoff =MSDN Search... @

@ Statistics | .4 Inspectors = 4 AutoResponder | #| Composer = <5 FiddlerScript =l Log Filters | = Timeline

17:27:41:4976 GET example.jp/

A
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<+FiddlerApplication.Log.LogFormat
( FormatText, arguments)

static function OnBeforeRequest(oSession: Session) {
FiddlerApplication.Log.LogFormat(
"pl:{0}, p2:{1}", paraml, param2
);
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Fiddler Web Debugger

ind @l Save B8 () @ Browse ~ @Clear‘he /T TextWizard | [& Tearoff | MSDN ¢
A | @) statistics | .4 Inspectors  AutoResponder | # Composer | <5 FiddlerScript | =] Log | [

Fiddler can return previously generated responses instead of using the network.

Enable automaticresponses || Unmatched requestspassthrough [ | Enable Latency

"“guje Hmport— ‘ IyFLABEVESICERA
iaer AutoRespondert&se ZTDEEX/NZARIL —

ml = EMCTS
regex: (7inx) ~*https: /fexample¥ jp/. +¥.txt$ *script: foo

!

RZARZIEDNSHIIC
PR TIBINENHS
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public static function foo( oSession: Session ){
oSession["ui-backcolor"] = "red";
oSession.utilCreateResponseAndBypassServer();

oSession.oResponse.headers.Add( "Content-Type", "text/plain" );
oSession.ResponseBody =
System.I0.File.ReadAllBytes("C:/tmp/File.txt");

Add Rule Import...

If request matches... then respond with...

L]
L]
regex:(?inx) ~https: //fexample¥.jp/. +¥. txts *script:foo

https://example.jp/*.txt®
2_/_ :L:.& ": ‘j: F;g %&fo O %_: % 'Ti- |jn:lgeei'::lE:Jr:)<)f“htl;m:: [fexample¥.jp/. +¥.txts

*script:foo

like Gecko) Chrome/45.0.2454. 101 Safari/537.36
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Web Apps on FiddlerScript

DEMO




public static function webServer( oSession: Session ){

var documentRoot:String = "c:/tmp/htdocs";

var path = oSession.PathAndQuery.replace( /¥7?7.%/g, "" );

var realPath = documentRoot + path; Ride Editor

var contentTypes = {
"txt" : "text/plain”,
"html" : "text/html", *script:webServer
"js" : "application/javascript",
"css" 1 "text/css"

};

regex:(?inx) ~http://example¥.com/. *

oSession.utilCreateResponseAndBypassServer();

LD EENBEEIF500ZI0E

if( path.index0f( "../" ) >= 0 || path.index0f( "..¥ ¥" ) >= 0 ){/

oSession.oResponse.headers.Add( "Content-Type", "text/html;charset=utf-8" );
oSession.oResponse.headers.HTTPResponseCode = 500;

oSession.oResponse.headers.HTTPResponseStatus = "500 Internal Server Error":
telse if( System.IO.File.Exists( realPath ) ){ <=

T7AMIDRRICHFEET B

var contentType = "application/octet-stream"; =

var ext = ( /¥.(.+)$/.exec( path ) || [1)[ 1 1;
if( ext &% contentTypes[ ext ] ) contentType = contentTypes[ ext ];

T 7#)ILEDC-TIE
application/octet-stream

oSession.oResponse.headers.Add( "Content-Type", contentType );

oSession.ResponseBody = System.IO.File.ReadAl1Bytes( realPath ); gmmmmm——

771N EHRHAATIRY

telse{
oSession.oResponse.headers.Add( "Content-Type", "text/html;charset=utf-8" );

oSession.oResponse.headers.HTTPResponseCode = 404; ‘<--_______....
oSession.oResponse.headers.HTTPResponseStatus = "404 Not Found";

T71ILDEELBVEEIE404
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}

public static function calc( oSession: Session ){

var buf = new System.Text.StringBuilder();
var q = oSession.PathAndQuery.replace( /[*¥?]*¥?/, "" );
var template = System.I0.File.ReadAllText( "C:/tmp/template.html" );
var ans = "invalid"; —
if(/A¥d¥ (¥) ¥+¥-¥ /¥ ¥s]+5/ test( q ) ){ T A rTaRs
try{ —
ans = eval( q );

}catch( e ){

URLZ TUN BB EEF
DHES5eval THE

}
}
buf.Append(
template. replace( %(exp|ans)%/g, function( s, p ){ ) | TV —+DER
if( p === "exp" ){
return htmlEscape( q );
telse if( p === "ans" ){
return htmlEscape( ans );
telse{
return "";
}
1) _
); Fiddlero&E1Tz82BERIC

oSession["ui-backcolor"] = "yellow"; <
oSession.utilCreateResponseAndBypassServer();
oSession.oResponse.headers.Add( "Content-Type", "text/html;charset=utf-8" );
oSession.ResponseBody = System.Text.Encoding.UTF8.GetBytes( buf ); em—0n0u] B DHTMLE S
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<Web Apps on FiddlerScriptdF/\w4
otoFlddlerEJE)'Blf:T debugging

Web Apps on - —
FiddlerScript _ R

’:’BU rp’&ﬁ#ﬁﬁ Proxy for

debugging

Web Apps on

FiddlerScript E

&

SRTLFOFDZEE LT Fiddler ZiLH T S
https://hebikuzure.wordpress.com/2012/07/23/
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