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//よくある脆弱なコード例
div.innerHTML = xhr.responseText;
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div.innerHTML = sanitize( xhr.responseText );

//IE限定
div.innerHTML =

toStaticHTML( xhr.responseText );
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http://gihyo.jp/dev/serial/01/front-end_web/000402
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https://speakerdeck.com/owaspjapan/xss-with-
html-parsing-confusion-number-appsecapac2014
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http://gihyo.jp/dev/serial/01/front-end_web/000402
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var s = xhr.responseText;
var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );
var elm = doc.body;

var s = xhr.responseText;
var elm =

document.implementation.createHTMLDocument("").body;
elm.innerHTML = s;
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var s = "<img src=# onerror=alert(1)>"; // 発火しない!!
var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );
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＿人人人人人人人人人人人＿
＞ ＜
＞ ＜
＞ ＜
＞ ＜

￣Y^Y^Y^Y^Y^Y^Y^Y^Y^Y^Y￣



Shibuya.XSS techtalk #5 #shibuyaxss





http://jsbin.com/dafeh
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// bad code.
var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );
div.innerHTML = doc.body.innerHTML;
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// bad code. IEではmXSSとなる
var s =

"<listing>&lt;img src=1 onerror=alert(1)&gt;</listing>";
var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );
sanitize( doc.body );
div.innerHTML = doc.body.innerHTML;

http://www.thespanner.co.uk/2014/05/06/mxss/
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// bad code. toStaticHTMLﾓﾄﾞｷを作りたい
if( window.toStaticHTML ){

return toStaticHTML( s );
}else{

var parser = new DOMParser();
var doc = parser.parseFromString( s, "text/html" );
var newNode = rebuildSanitizedElement( doc.body );    
return newNode.innerHTML;

}



Shibuya.XSS techtalk #5 #shibuyaxss





// toStaticHTMLﾓﾄﾞｷを作りたい
if( window.toStaticHTML ){

var div = document.createElement("div");
div.innerHTML = toStaticHTML( s );
return div;

}else{
var parser = new DOMParser();
var doc = parser.parseFromString( 

"<div>" + s + "</div>", "text/html" );
var newNode = rebuildSanitizedElement( doc.body );    
return newNode.childeNodes[ 0 ];

}





Shibuya.XSS techtalk #5 #shibuyaxss







http://gihyo.jp/dev/serial/01/front-end_web/000403



＿人人人人人人人人＿
＞ バグがあっても ＜
＞ 平気なようにする ＜
￣Y^Y^Y^Y^Y^Y^Y^Y^Y￣
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<iframe id="iframe" sandbox seamless
style="border-width:0px"></iframe>

...
document.getElementById("iframe").srcdoc = xhr.responseText;
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